8










INTERNATIONAL CYBERCRIME AND SECURITY 




Name:
Course:
Date:


Introduction
Technology and the internet is one of fast-growing areas of technical infrastructure and modern economy. Today, information technology and internet are omniscient. Consequently, there has been an increasing demand for internet and computer connectivity as the world becomes more digitalized. The use, availability and the rapid use of ICT and network-based services, however, raise numerous cases of cybercrime and securities such as transaction fraud, identity theft, hacking, and privacy infringement.  Exploiting the speed and the convenience of anonymity, network-based criminal activity spread across all sphere of technology[footnoteRef:1]. Due to the growing cybercrime attacks and data breaches, The United States just like other countries have made effort to counter the increasing case of internet security and crimes. However, some of these measures are sometimes futile and do significantly less in the fight against cybercrimes. The purpose of this research paper is, therefore, to explain trends in cybercrime, current countermeasures and effort and possible recommendations.  [1:  Richardson, Sophie Victoria Ann, and Nicholas Gilmour. "Cyber Crime and National Security: A New Zealand Perspective." The European Review of Organised Crime (EROC) 1, no. 1 (2015): 51-70] 

Cyber Security and Crime
Although internet use comes with numerous advantages, findings from the 2012 Security survey indicate that there is an upward trend in the rise of cyber securities across the internet[footnoteRef:2]. According to the United States Bureau of Federal Investigative, 90% of persons detected cases of cybercrime and security[footnoteRef:3]. Cybercrime perpetrators aim at the internet users particularly those making financial transactions. According to Aloul[footnoteRef:4], cybercrime includes all irregular activities conducted through the use of the internet and computing software.  [2:  Tsikrika, Theodora, Babak Akhgar, Vasilis Katos, Stefanos Vrochidis, Pete Burnap, and Matthew L. Williams. "1st International Workshop on Search and Mining Terrorist Online Content & Advances in Data Science for Cyber Security and Risk on the Web." In Proceedings of the Tenth ACM International Conference on Web Search and Data Mining, pp. 823-824. ACM, 2017.]  [3:  Banks, James. Online gambling and crime: Causes, controls and controversies. Ashgate Publishing, Ltd., 2014.]  [4:  Aloul, Fadi A. "The need for effective information security awareness." Journal of Advances in Information Technology 3, no. 3 (2012): 176-183.
] 

This increase in technological threat and cybercrime has already the federal government to act and enact rules. Penalties ranging from $1500 to $100, 00 have been imposed on the culprit[footnoteRef:5]. Although such fines and the numerous regulations have helped curb or reduce the incidences of internet crime, there are still a huge number of crimes performed every day. The research paper, therefore, seeks to describe the causes of cybercrime, overview, history and productive countermeasure needed in cybercrime eradication. The project will also propose a possible mechanism for fighting cybersecurity and crimes.  [5:  The New York Times "Computer Security (Cybersecurity)". 2018. Nytimes.Com. https://www.nytimes.com/topic/subject/computer-security-cybersecurity] 

Cyber Security Measures
Deterring cybercrime and internet related theft is an integral part of national and global peace and security. Cybersecurity plays an important role in the growth of ICT and internet-based services. According to the New York Times (2018)[footnoteRef:6], preventing cyber crimes and attacks depends on the policy and procedure and implementations. Besides organization’s internal and external continuous assessment in the bid to identify bugs and possible vulnerability, the International Association of Cyber-crime Prevention (IACP) and the US Federal Bureau of Investigation has developed a series of countermeasures meant to eradicate internet crimes[footnoteRef:7]. Such effort includes preventive, detective and corrective controls, tight authentication, data retention and allowing right people access to information. Similarly, the U.S government continue to charge cyber attackers and enact strict measures and legislation against activities assumed to pose threat to national security and internet-based services[footnoteRef:8].  [6:  The New York Time. 2018. "Opinion | How Local Governments Can Prevent Cyberattacks". Nytimes.Com. https://www.nytimes.com/2018/03/30/opinion/local-government cyberattack.html?rref=collection%2Ftimestopic%2FCyberwarfare&action=click&contentCollection=timestopics&region=stream&module=stream_unit&version=latest&contentPlacement=2&pgtype=collection]  [7:  Bendovschi, Andreea. "Cyber-attacks–trends, patterns and security countermeasures." Procedia Economics and Finance28 (2015): 24-31.]  [8:  Perlroth, Katie. 2018. "U.S. Charges 9 Iranians In Huge Theft Of Intellectual Property". Nytimes.Com. https://www.nytimes.com/2018/03/23/us/politics/iranians-hacking-scheme-irgc.html?rref=collection%2Ftimestopic%2FComputer%20Security%20(Cybersecurity)&action=click&contentCollection=timestopics&region=stream&module=stream_unit&version=latest&contentPlacement=7&pgtype=collection] 

Conclusion

With the increasing intent usage and growing popularity of internet-based services, there is a need to safeguard ICT safety and security. Investigating the trends of transaction fraud, identity theft, hacking, and privacy infringement do not only help in consumer protection but also raise the standards of national and international security. Although there is various countermeasure provided in the fight against cyber-related crimes, there is a need for a continuous assessment, proper policy, and procedure implementation as well as effective legislation on cybersecurity.  

















Research outline
Introduction  
i. Outline the statics on International cybercrime and security safety. 
ii. Define International crime and security-related Issues
Cybersecurity and Crime
1. Tsikrika, Theodora, Babak Akhgar, Vasilis Katos, Stefanos Vrochidis, Pete Burnap, and Matthew L. Williams. "1st International Workshop on Search and Mining Terrorist Online Content & Advances in Data Science for Cyber Security and Risk on the Web." In Proceedings of the Tenth ACM International Conference on Web Search and Data Mining, pp. 823-824. ACM, 2017.
Describes deliberate misuse of the technical infrastructure that can encourage internet-based crimes. 
2. Banks, James. Online gambling and crime: Causes, controls, and controversies. Ashgate Publishing, Ltd., 2014.
Bank’s describes how online gaming may encourage crimes and its correlation with current cybersecurity issues. 
3. The New York Times "Computer Security (Cybersecurity)". 2018. Nytimes.Com. https://www.nytimes.com/topic/subject/computer-security-cybersecurity

Cyber Security Measures
1. The New York Time. 2018. "Opinion | How Local Governments Can Prevent Cyberattacks". Nytimes.Com. https://www.nytimes.com/2018/03/30/opinion/local-government cyberattack.html?rref=collection%2Ftimestopic%2FCyberwarfare&action=click&contentCollection=timestopics&region=stream&module=stream_unit&version=latest&contentPlacement=2&pgtype=collection
     Provide valuable insight now cybercrime and security control.  
2. The New York Times "Computer Security (Cybersecurity)". 2018. Nytimes.Com. https://www.nytimes.com/topic/subject/computer-security-cybersecurity
3. Aloul, Fadi A. "The need for effective information security awareness." Journal of Advances in Information Technology 3, no. 3 (2012): 176-183.
4. Cyber Security Measures
1. Perlroth, Katie. 2018. "U.S. Charges 9 Iranians In Huge Theft Of Intellectual Property". Nytimes.Com. https://www.nytimes.com/2018/03/23/us/politics/iranians-hacking-scheme-irgc.html?rref=collection%2Ftimestopic%2FComputer%20Security%20(Cybersecurity)&action=click&contentCollection=timestopics&region=stream&module=stream_unit&version=latest&contentPlacement=7&pgtype=collection.
2. Bendovschi, Andreea. "Cyber-attacks–trends, patterns and security countermeasures." Procedia Economics and Finance28 (2015): 24-31.
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